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QUESTION 1
a) Give TWO (2) features of VLAN 1 by default in cisco switch. (2 marks)
b) Briefly explain about VLAN Trunk. (6 marks)

c) Configure Router-On-Stick Inter-VLAN Routing on R1 based Figure 1 below.

Subinterfaces

Trunk
- FOI0.10; 172.7.10.1/24
FOI0.30: 172.47.30.4/24 |

!
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172.17.10.21 172173023
Figure 1: Router-On-Stick Inter-VLAN Routing

(8 marks)
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QUESTION 2

a) Based on Figure 2 and Table 1, identify Spanning Tree Protocol (STP) port role name to
their appropriate switch port in the topology. (8 marks)

Figure 2: Spanning Tree Protocol

Table 1: Switch Priority Number

s1 32769 - 000A00111111

2 laas77 | 000A00222222
S3 32769 000A0333333
's¢ 32769 000A00444444

b) Provide THREE (3) advantages of using multiple cable paths between switches.

(3 marks)
¢) Explain THREE (3) considerations when implementing redundancy.

(6 marks)

d) Give TWO (2) reasons passive interface command needed in RIP configuration.
(2 marks)
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QUESTION 3

a) Answer all questions based Figure 3 and Table 2 below.

172,31.1.0/25

172.31.0.0/24

172,31,1,192(30

A
172.31.1.196/30

172.31.1,128/26

Figure 3: Static Routing

Table 2
Device | Interface | IPv4 Address ‘Subnet Mask ‘Default Gateway
G0/0 172.31.11 255.255.255.128 N/A
R1 S0/0/0 172.31.1.194 255.255.255.252 N/A
G0/0 172.31.0.1 255.255.255.0 N/A
S0/0/0 172.31.1.193 255.255.255.252 N/A
R2 S0/0/1 172.31.1.197 255.255.255.252 N/A
Go0/0 172.31.1.129 255.255.255.192 N/A
R3 S0/0/1 172.31.1.198 255.255.255.252 N/A
PC1 NIC 172.31.1.126 255.255.255.128 172.31.1.1
PC2 NIC 172.31.0.254 255.255.255.0 172.31.0.1
PC3 NiC 172.31.1.190 255.255.255.192 172.31.1.129
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b)

d)

How many static routes are required by R2 and R3? (2 marks)

Configure a recursive static route for R1. (9 marks)

Configure a directly attached static route from R2 to every network not directly

connected. (6 marks)

Give TWO (2) examples for each Link State and Distance Vector Routing Protocol.

(4 marks)

Describe THREE (3) advantages of using Link State Routing Protocol. (6 marks)

Configure RIP routing protocol on R1 based Figure 4 below.

102.168.3.024

192.168.5.0724
DOE 20000

ARG Z

e

1
g 192.168.2.0030 192.168.4.0730

Figure 4: RIP Routing
(5 marks)
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QUESTION 4

a) Figure 5 shows the network topology that using OSPF routing protocol and OSPF
process id 1. Using right command, execute OSPF routing protocol single area for

Router 3 only.

(8 marks)
10.10.10.0/24
1] Faoio
s0/0/0
192.168.10.0/30 » _192.168.10.8/30
S010/0 N -S0/0r
172,15;1~16rza> e ";~,v__“.45-19»2.168.107.'4.[30_‘/ 17'2".‘15_.1;32;29
Figure 5: OSPF Network
b) State FOUR (4) issues of EIGRP. (4 marks)

c) Distinguish TWO (2) features of routing protocol EIGRP and RIP respectively.
(4 marks)
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QUESTION 5

a) Based on Figure 6 below, create a standard numbered ACL on R3 that allows traffic
from all hosts on the 192.168.10.0/24 network and all hosts on the 192.168.20.0/24
network to access all hosts on the 192.168.30.0/24 network. (9 marks)

10.1.1.0/30 10.2.2.0/30

N s0/0/1

LoO Lo0

.0/24 192.168.30.0/24

Figure 6: Access Control List Network

b) Explain FOUR (4) best practices guideline for creation of Access Control List (ACL).
(8 marks)

End of questions






